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1.1 OVERVIEW 

In 2012, the Indian Health Service (IHS) Division of Environmental Health Services (DEHS) 

implemented a new web-based system to support its environmental health services programs.  

The new system, Web-based Environmental Health Reporting System (WebEHRS) supports 

the 12 Areas and headquarters of DEHS and provides system end user functionality as well as 

administration and support functionality.  This Administrator Guide provides instructions and 

reference materials to users that have administrative permissions for WebEHRS.  

1.2 BACKGROUND 

This system replaces the previous DEHS-developed data system, also known as WebEHRS.  

WebEHRS was developed by Custom Data Processing, Inc. (CDP) in conjunction with IHS 

using the CDP commercial off-the-shelf (COTS) software, and customized to meet the IHS user 

needs.  Acronyms and definitions included in this Guide and in WebEHRS are provided in 

Appendix A of the WebEHRS Users Guide. 

1.3 SUPPORT 

Support for WebEHRS is provided by both DEHS and CDP Customer Support.  

WebEHRS – Customer Support 

 

Technical Assistance for: Who to contact for assistance? 

 Acquiring a new user account 

 Changing an existing user account  
Area DEHS Division Director 

 First-time log--in help 

 System errors 

 “How-To’s” 

CDP Customer Support 

1-866-237-4814 

customersupport@cdpehs.com 

 Missing features/wrong business 
rules 

WebEHRS Feedback Report 

 EH/IEH/IP Policy Questions Area EH/IEH/IP Contact 

1.4 COMMON BUTTONS AND ICONS 

WebEHRS uses a common set of buttons and icons to provide a consistent user interface.  

These buttons and icons are defined below.  
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2 ADMINISTRATIVE PERMISSIONS 

When users with system administrative permissions login to WebEHRS, the My Account screen 

displays tools and functions based on the user level/role.  User permissions are determined by 

the User Level assigned on the User Account Profile.  The System Administrator, Area DEHS 

designated users, and HQ EH Program staff are summarized in the Table below: 

  Administrative Permissions By Module  

User 

Level/Role 

My Account 

Page R/C/P 

Nat'l Proj's 

National All 

Nat'l Proj's 

National 

Specific Feedback 

System 

Administrator 
Full Access 

Full Access - Delete 

Projects created by 
lower level users 

Full Access Full Access Full Access 

System 

Backup 

Administrator 

Full Access 
Full Access - Delete 
Projects created by 
lower level users 

Full Access Full Access Full Access 

HQ EH 

Program 

Director 

Only "User 
Functions" 
column and "Edit 
User Accounts" 

Full Access - Delete 

Projects created by 
lower level users 

Full Access Full Access 
Enter report 
only 

HQ EH 

Program 

Deputy 

Only "User 
Functions" 
column and "Edit 
User Accounts" 

Full Access - Delete 
Projects created by 
lower level users 

Full Access Full Access 
Enter report 
only 

HQ Staff 
Only "User 
Functions" 
column 

Full Access - Delete 
Projects created by 
lower level users 

Full Access Full Access 
Enter 
report only 

Area EH 

Program 

Director 

Only "User 
Functions" 
column and "Edit 
User Accounts" 

Full Access - Delete 
Projects created by 
lower level users 

Add Activities, 
Documents, and 
Surveys to 
"National All" 
projects 

Add Activities, 
Documents, and 
Surveys to projects 
the user has 
permissions to 

Enter 
report only 

Area EH 

Program 

Deputy 

Only "User 
Functions" 
column and "Edit 

User Accounts" 

Full Access - Delete 
Projects created by 
lower level users 

Add Activities, 
Documents, and 
Surveys to 
"National All" 
projects 

Add Activities, 
Documents, and 
Surveys to projects 
the user has 
permissions to 

Enter 
report only 
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3 MY ACCOUNT 

Many of the administrative tools and functions are provided in the My Account Module.  To 

navigate to My Account, go to the Main Menu: 

 Click on the My Account button. 

 

WebEHRS displays the My Account screen.  
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Each user has a My Account page with functionality dependent on their assigned role and 

security.  All users will have access to the components listed under User Functions, including: 

Change My Password, View/Edit My User Account Information, Read News Items, My Pending 

Surveys, and Login History.  (See WebEHRS User Guide for instructions about using the User 

Functions items.) 

Administrative Users also have System Support Tables and Admin Functions as shown in the 

center and right hand portion of the screen. 

3.1  SYSTEM TOOLS AND TABLES 

The System Tools and Tables function allows users to maintain the data within the support 

tables.  To access Tools and Tables:  

 Click on the View System Tables link on the My Account screen. 

 

WebEHRS displays the Tools and Tables screen. 

Note: Only System Administrators can access and edit tables.  

 Hover over the Tools and Tables menu buttons  

A dropdown appears; each dropdown lists the support tables that are available for editing within 

that respective Module. 

 

The General tab lists support tables that are used throughout the system. 

To view or edit a support table: 

 Hover over the desired tab to access the list. 

 Scroll down the list and click on the name of the desired support table. 
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WebEHRS displays the Show Table Screen for the selected table.  The Show Table Screen 

includes multiple panels: 

 The top panel contains basic search options. 

 A row of menu buttons separates the Search panel from the result set. 

 The Show Table panel provides the user with a list of fields and values. 

 

3.1.1 GENERAL 

In this example, the Areas table has been selected.  To display the fields for a table: 

 Click on the Search button. 

WebEHRS displays the Area support table entries in the Show Table panel.  Each Area’s 

demographics are displayed in the columns.  In the following example, adding/editing support 

table entries occurs directly on the Show Table Screen. 
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To edit an existing Area: 

 Modify any of the available fields in the Show Table panel. 

 Click on the Save diskette icon to save changes. 

To add a new Area: 

 Click on the Add New button. 

WebEHRS adds a new blank row to the screen. 

 Complete all required fields. 

 Click on the Save icon to save the new entry. 

3.1.2 LETTERS 

In this example, the Letter Templates table has been selected. To access the Letter Templates 

support table: 

 Hover over the Letters tab. 

 Click on the Letter Templates selection in the dropdown list. 

 

WebEHRS displays the Letter Template Show Table Screen and allows the user to search, 

view, edit, and create new letter templates.  

 

To create a new Letter Template: 

 Click on the Add New button. 

WebERHS displays the Add Letter Template screen and allows the user to create a new letter 

template. To continue with the new Letter Template: 

 Enter text for a Description. 

 Enter text for the Letter Body. 

 Enter comments (Optional). 
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 Click on the Save button.  

 

WebEHRS saves the new Letter Template and returns the user to the Letter Template Show 

Table Screen, displaying only the new template in the Show Table panel.  

 

Administrators may also view, edit, and delete templates. To edit a template: 

 Click on the edit icon for the desired Letter Template. 
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WebEHRS displays the Edit Letter Template screen and allows the user to make changes. 

Hovering over the Letter Text link presents a  pop-up that contains the complete text for 

previewing, as shown below. 
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The user may Save the edits or Cancel to return. 

3.2 VIEW/EDIT USER LEVELS 

System Administrators have permissions to maintain User Level templates.  User Level 

templates are assigned to the User Account Profile and are used to restrict access to 

Modules/Features within WebEHRS.  User Level templates are organized around job functions.  

To access user levels: 

 Click on the View/Edit User Levels link on the My Account Screen. 

 

WebEHRS displays a Show Table Screen with a list User Levels. 
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To view the details for a User Level: 

 Click on the Maginifer icon. 

WebEHRS displays the Show User Level screen with information about the User Level. 
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Users may edit existing User Level templates.  To edit a User Level: 

 Click on the Edit icon. 

WebEHRS displays the Edit User Level screen. 

 

After updating the User Level, the user can Save the changes or click Cancel to return. 

3.3 USER LEVEL ADMINISTRATION 

System Administrators have rights to maintain the Restriction Template for each User Level.  

The Restriction Template is used to enable or disabled specific features/screens within 

WebEHRS. 

To edit a User Level’s Restriction Template: 

 Use the checkbox to select the desired User Level from the Show Table panel. 

 Click on the Restriction Template button. 
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WebEHRS displays the User Levels Restrictions screen and allows the user to edit the 

restrictions.  The template screen has multiple panels including the following: 

 User Level:  Identifies the User Level being edited. 

 Restrictive Security Template:  Identifies the specific functions that are currently 

restricted from the User Level. 

 Functions that can be added to default template:  Identifies the specific functions that are 

currently enabled for the User Level. 
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Update the User Level Restrictions as needed. 

 

To enable a function that is currently restricted: 

 Use the checkbox to select the desired function from the Restrictive Security Template 

Show Table panel. 

 Click on the Delete Restriction button. 

 

WebEHRS refreshes the User Levels Restrictions screen and shows the newly enabled function 

in the Restrictive Security Template Show Table panel. 
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To restrict a function that is currently enabled: 

 Use the checkbox to select the desired function from the Functions that can be added to 

default template in the Show Table panel. 

 Click on the Hide this item from this user level button. 

 

WebEHRS refreshes the User Levels Restrictions screen and shows the newly restricted 

function in the Restrictive Security Template Show Table panel. 

 

3.4 MAINTAINING USER ACCOUNTS 

Administrative Users have rights to maintain User Accounts within WebEHRS.  To access User 

Accounts: 

 Click on the My Account button in the menu bar. 

 Click on the Edit User Accounts link. 
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WebEHRS displays the System User Show Table Screen and allows the user to search, view, 

and edit user accounts.  The System Users Show Table Screen includes multiple panels: 

 The top panel contains the basic search options. 

 A row of Menu Buttons separates the Search panel from the result set. Menu icons and 

buttons include icons to export the results, scroll arrows and page specify window, and 

buttons to add user, edit profile, edit data filters, apply restrictions, transfer user(s), and 

view audit information. 

 The Show Table panel displays the search results and allows the user to select a user 

account for editing.  

 

To perform a search: 

 Enter the search criteria using filters. 

 Click on the Search button.  

WebEHRS displays the search results in the Show Table panel.  

 

To view an existing user account profile: 

 Click on the magnifier icon. 

WebEHRS displays the user account demographics in the Show System User screen. 

To edit an existing user account profile: 

 Click on the edit icon. 
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WebEHRS displays the user account in the Edit System User screen and allows the user to edit 

the user profile. 

Note:  User Status and Primary Area may not be edited from this screen.  
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Note:  If the Mailing Address is the same as the Physical Office Address, use the “Click here if 

same…” checkbox to copy the address information.  

To save changes and return to the System Users Show Table screen: 

 Click on the Save and Return button. 

To save changes and continue to add/edit Data Filters: 

 Click on the Save and Continue button. 

Note:  Data Filters are explained in the Edit User Filters section of this WebEHRS 

Administrator Guide. 

To leave the screen without saving changes: 

 Click on the Cancel button. 

3.4.1 EDIT USER FILTERS 

Data Filters must be assigned to a User Account profile before the user account can be 

“Finalized” and allow login to WebEHRS.  WebEHRS will restrict or enable access to records 

based upon the Data Filters assigned.  To edit Data Filters: 

 From the System User Show Table screen:  Use the checkbox to select the desired User 

Account from the Show Table panel. 

 Click on the Data Filters button. 

 

WebEHRS displays the Edit User Filters screen and allows the administrative user to edit the 

filter selections.  The top panel of the screen dispays basic information from the User Profile for 

reference. 

The Areas, Service Units, and Community Codes section provide access to WebEHRS records 

based upon “where” the user is located. 

The Establishment Types, Survey Types, Tribes, and National Projects section provide access 

to WebEHRS records based upon the user’s job function (or “what” the user does). 
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To save edits to a User Account’s Data Filters: 

 Click on the Save/InProcress button. 

 Or Click on the Save/Finalized button. 

Note:  Users will not be able to login until the User Account has been Save/Finalized.   

When a User Account is Save/Finalized, WebEHRS displays a pop-up confirming that the 

account is Finalized.  Changes to a User Account’s Data Filters will result in an automatic email 

from WebEHRS to the User Account that was changed.  WebEHRS will also send an 

automated email to the Administrative User Account that made the changes. 

 

3.4.2 ADD SYSTEM USER 

To add a new user from the System Users Show Table screen: 
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 Click on the Add User button. 

 

WebEHRS displays the Add System User screen.   Required fields are indicated by the red 

Asterisk (*) and include:   

 First/Last Name, 

 Office Name Description, 

 Physical Office Address, 

 Primary Phone and Type, 

 Time Zone, Daylight Savings, Mobile User, 

 Email Address, 

 Title, 

 Primary Area, User Level, 

 Employed by, Works for, 

 Mailing Information. 

 

 Complete required fields. 
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 Click on the Save and Return button to complete the User Account profile ONLY. 

 Or click on the Save and Continue button to complete the User Account profile and 

proceed to setup Data Filters. 

 

Note:  Data Filters must be assigned to the user account before the account will be 

granted login access. 

 

If the user chooses Save and Continue, WebEHRS displays a window indicating that a new 

user account profile has been created.  

 

 Click on the OK button to close the pop-up. 

WebEHRS displays the Edit User Filters screen and allows the user to add filters for the new 

user.  To continue with the new user account: 

 Complete required fields. 

 Click on the Save/Finalized button to set the Data Filters and enable login access. 

 Or click on the Save/InProcess button to store the Data Filter selections but prevent 

login access. 

 

Note:  A user with administrative privileges may return to the Data Filters page to finish 

setting the Data Filters and Finalize the user account at any time. 
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WebEHRS displays a pop-up message notifying the creating user of the new user account’s 

status. 
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3.5 VIEW FAILED LOGINS 

System Administrators, System Backup Administrators, and CDP Customer Support 

representatives have access to view failed login attempts.  To view failed logins: 

 Click on the View Failed Logins link on the My Account screen. 

 

WebEHRS displays the Failed Login screen and allows the user to search, view, and export 

information about failed logins.  Use the Search Filters to display a listing of failed login attempts 

in the show table panel. 

 Set filters and click on the Search button. 

 

WebEHRS displays all failed login attempts (within the parameters provided) in the show table 

panel.  The “Password” column is intentionally hidden.  Highlighting the hidden text allows the 

user to read what was entered for a password value. 

 Point the mouse to the blank “Password” field in the show table panel. 

 Left-Click and hold in the box and scroll to the right or left to highlight the text. 
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Note: IP addresses are also provided to aid in system support but are masked for security 

purposes. 

3.5.1 TRANSFER USER 

WebEHRS provides the User Account Transfer feature for a user who moves to a different 

Area.  This will allow the losing Area to electronically transfer a user to the gaining Area within 

WebEHRS.  To transfer a user: 

 From the System User Show Table screen:  Use the checkbox to select the desired User 

Account from the Show Table panel. 

 Click on the Transfer button. 

 

WebEHRS displays the Transfer System User screen and allows the administrative user to 

enter the transfer information. 

 Select the Area the user is to be transferred to using the dropdown list.  

 Enter an Effective Date. 
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Note:  Transfers can be scheduled in advance.  The user being transferred will still have 

access to WebEHRS with his/her current settings until 12:01 AM Eastern Time of the 

Effective Date. 

 

 Click on the Submit Transfer button.  

 

WebEHRS displays a pop-up message  indicating that a transfer has been sucessfully 

completed. 

Note:  If the transfer was completed incorrectly, contact CDP Customer Support for assistance.   

 

 Click on the OK button to close the pop-up. 

On the Effective Date selected by the losing Area, WebEHRS 

 Deletes the user account from the losing Area’s user accounts.  (Historical information 

remains intact as it does now for the old WebEHRS.) 

 Adds the user as a pending the new account for the gaining Area by copying the account 

profile.  It is set up with the original username. 

Once a User Account has been transferred to the gaining Area, the user account profile status 

will revert back to “InProcess.”  An Administrative User from the gaining Area must assign Data 

Filters to this newly transferred user account before it will become an active account. 

Note:  Data Filters are explained in the Edit User Filters section of this Admin User Guide. 

3.6 FEEDBACK REPORT 

System Administrators also have access to the Feedback Report.  To access: 
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 Click on the Feedback Report link on the My Account screen. 

 

WebEHRS displays the User Feedback Show Table screen and allows the user to seach, view, 

add new, and export feeback information.  Use the Search Filters to display a listing of 

submitted feedback in the show table panel. 

 Set filters and click on the Search button. 

 

WebEHRS displays the feedback submissions (within the parameters provided) in the show 

table panel.  The User Feedback Show Table panel allows Administrative Users to quickly scan 

through the feedback. 

 Hover over the fields within the show table panel to see a pop-up of the full text. 

 

Administrative Users can view the entire feedback entry. 

 Click on the magnifier icon. 
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WebEHRS displays the View Feedback screen. 

 Click on the OK button to return to the User Feedback Show Table screen. 
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3.7 MESSAGE BROADCAST 

System Administrators send broadcast messages to all WebEHRS users by User Level.  To 

access Message Broadcast: 

 Click on the Message Broadcast link on the My Account screen.  
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WebEHRS displays the Send Broadcast Email screen and allows the user to setup and send 

the message.  To send a broadcast message: 

 Select recipients from the picklist. 

 

Notes:  Message Broadcast is designed to send messages by User Level.  To select 

more than one User Level group as recipients, use the “Ctrl” or “Shift” key in conjunction 

with the mouse. 

 

 Enter text in the text box for a Subject line. 

 Enter text in the text box for a message body. 

 Click on the Send button to send the message. 

 Or click on the Cancel button terminate the message without sending. 

 

WebEHRS displays a pop-up message indicating that the message was sent successfully. 
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 Click the OK button to close the pop-up message. 


